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[Abstract]

Instant messenger is an essential application for modern people because it provides the services to send text, voice, photos and
videos. Therefore, a variety of user data are recorded in a messenger app, and the data can be used as important evidence in
digital forensic investigations. It is necessary to classify important data and figure out its meanings because the data stored in each
messenger is different and a large amount of data is mixed. In this paper, we study instant messenger, Slack and Discord
applications which are used as messengers for team collaboration. We have identified and organized locations of artifacts, such
as received/sent messages, shared files, chat rooms and user account information in mobile application and PC program. In

addition, we suggest a method of data utilization through scenario.
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Table 1. File name, content and path in mobile app

File Path Content
profile photo,
thumbnail information such
as shared files

upload files

com.Slack/cache/
image_manager_disk_cache

com.Slack/cache/file—upload
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download files
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Table 2. Entire Table information in database

Content
shared file information
thread information
(thread :message comment function)
shared message information

Table Name
files

message_threads

message

message channel information such as

messaging_channels_counts
channel type, unread message etc

messaging_channels message channel information
user information such as user 1D,

name, phone number etc
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Table 4. message_threads Table information in database PUBLIC : Public Channel
h Lt h 't PRIVATE : Private Channel
Columns Content Remarks channel_type channel type DM : Direct Message
ts thread start time Unix Time MPDM : Group Message
channel_id channel ID 0 : unread message does
. whether unread .
1 : read is_unread ; not exist
o message exists . .
msg_send_state |thread transmission status 4 :not read 1 unread message exists
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Columns Content Remarks
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Table 8. users Table information in database
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Table 9. File name, content and path in mobile app
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