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[Abstract]

The function that allows not to store data of actions taken in web browsers is called privacy mode, and is supported by most
web browsers. This function is provided to protect user’s privacy, and since it does not store web activity it can be used as an
anti-forensics method to protect from tracking users behavior in web browsers. However, there are no existing researches analyzed
from a forensics perspective on the privacy mode of mobile web browsers. Thus, in this paper, four mobile web browsers were
selected to conduct memory forensics of the privacy mode to obtain data that can determine user’s behavior. The experiment was
conducted by analyzing the URL of the searched sites according to the search engine and extracting keywords to find searched
terms and visited sites. In addition, it was analyzed whether the file was downloaded or not, and if it was, we were able to extract

path to the file. The web browser traces analyzed in this study can be used in digital forensics to help identify user behavior.
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Korean)

2% A3}, Samsung Internet H.2F-9-#] ol A 71231 ofof ¢
‘drug’ 9} gh= who] ‘mhepS |3 plof A Blgh 4= 9ISl e
[:L = 9, 11] X—L/}:a]. A],O]E Ei 1:1:5], O:‘Oii‘ﬂ' o]_e’_oiz\_]
URL[Z¥ 10], ¥=2¢] Z3He URL[LH 12]% H2Z Thdof A
geleh 4= ATk T3k, Chrome BEl9-# 9} np7 A = dh=
o] g 45, HALE lzgo] Helgl

Samsung Internet B.2}-9-#= E} Be}-9-A 9= 2] vld S
bR a ), (13 13]004] 2 5= gho] A8l W E A o}
7} 5= Rlo] ohjel, Uil mE S EaA] shlo] TR
=) e BekeAe] there slolAw Poshd the
2EH 7152 8913 5 gtk e} velArt Ao 9
@ 7158 2Ya] 98l thenE 2158 Ablehs Ao
W) EAAE olgete] ez ol 14] 2 The
2 we) A% deEEeag 1518 45T 5 Ao

H 2



ol LR 2E

H|2 BEJ} obd et G0 A 0] mtelo]
CH2R LT LIEHELCF
0lg

secret_Test_Sbrowser.gif

FHa CH22C

%8 13. Samsung Internet 22X
ClezE 5iH

Fig. 13. Samsung Internet browser
download screen

2 60 0L 00 O
01 00 00 00 00

13 14. Samsung Internet 22t9A ClRZE
sol

Fig. 14. Samsung Internet browser download
address

HO[X| F2

webpage

ee—455f-455a-839
d-530193p45as3, B
crez_Test_sbro

& 15. Samsung Internet 229X CIRZE
O|& =l

Fig. 15. Samsung Internet browser download
file name

Zz2=z g ol

path and

i

Hl=a| ZH A 2o Mol Huld HEaleA AMdE EE 2

r-||1
i

3) Whale B&h$-A

Naverol| 4] A|-&-5= Whale B.2}-9-4 2] A|T& Aol A3+ &
A13]1914 = e 7155 o83k Wi 715, 771, AFe
9 AA YL 7 FE A oy, HulH, ofolr] W s~ = 9}
22 A AR, g2E 5252 fXEra WAE] gtk
et 22 HARE vlgo 2 19X/t Whale BE}9-A 9] Al
B A4S o] gslo] A3 A AFs ke o] ) F5S
sHRTha 7Hg 3t v, WiREE Haske] 418 A= v
3} At

OEOF&0
000EOQF70
000EOF80
00OEQF90

javer .com/search.
naver?ie=UTF-8&sj
hl htysquery=
-...«@0....

38 16. Whale 22FH ZAAO (drug) &l
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Fig. 23. Firefox browser visit history URL
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Fig. 25. Firefox browser visit site (including Korean)
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Table 3. Whether to save the mobile web browser privacy

mode data provided by the browser manufacturer

Browser Save Data Non Save Data
Bookmarks, Download Browsing h15t0r_y Cookies, $1te
Chrome Data, Information entered in
file ..
Forms, Permissions
Bookmarks and Save
Samsung | pages (Only see secret | Browsing history, Cookies,
Browser mode), Download list, Passwords, Auto-fill data
Download files
Whal Bookmarks, ID/PW, Browsing history, Cookies,
ake Download list Auto-fill data, Cache file
Bookmarks, New Browsing history, Information
Firefox password, Download |entered in Forms, Download list,
file Cookies, Cache file
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Table 4. Experimental Result

S Browser | Detected Content
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search?q’ keyword
) Samsung o Search word can be found after
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Search Word
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keyword) Whale (6] follf)v'vmg 'query=" URL
containing search keywords
. Search word can be found after
Firefox (0] . R
search?q’ keyword
. Chrome (0] Website address can be found
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Visit Web site Sanlsung .
(Using Browser O Website address can be found
‘http://’,
“https://’ Whale Website address can be found
ke d.
eywords) Firefox Website address can be found
Download file directory
Chrome o checkable
You can view the history on the
Samsung o download page,
Detected file | prowser Download file directory
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traces Download file direct
ownload file directory
Whale o checkable
. Download file directory
Firefox o checkable
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