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[Abstract]

The advantages of cloud computing technology have led to rapid adoption of cloud services in various industrial groups around
the world. However, many companies are slow to adopt cloud services due to security concerns stemming from the introduction
of cloud services, as there are many security threats inherent in the nature of resource sharing, virtualization, and so on. Therefore,
this study seeks to present a security management system to minimize technology leakage from the perspective of security and the

establishment of a secure cloud service environment for enterprises as they move to the cloud.
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Table 1. Cloud Operation Security

= C>o:| Eo}

Type Description
Cloud Information| procedures for technical and administrative
Protection Policy| protection of information systems and

Establishment assets

ZX|(J. DCS) Vol. 21, No. 2, pp. 395-403, Feb. 2020

measures

Infringemenf report and handling process in case of

Accident. .. L
infringement incident
Management
Service Continuity] process in case of service use problems
Management such as service failure
Standard legal o.bllgahonls such as m—hoqse secu‘rlty
regulations, privacy laws, and information
Management

and communication network laws

anti-malware measures, managing virtual
resources (modify, move, delete, copy)
and applying technical security measures to
cloud servers

Virtualization and

Server Security

establish access control policies, manage

and restrict access to users and
Access Control - o
: administrators, divide user and
Security o L=
administrator accounts, and minimize
authority
manage network partitioning or
Network Security redundancy, establish network security

systems, secure network availability

usage of safe encrypted algorithm and
management on encryption keys for
classifying critical data, establishing data
ownership and data protection

Data Protection and
Backup

establishing merging policies including
design and implementation which reflects
security requirements in system
development, safety testing when system is
introduced, etc.

System Development
and Implementation
Security
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Table 2. List of Precedent Research and Literature
Surveys

List

Information Security Management System on Cloud Computing
Service (2012)

Security Organization| Orga“'z"’.‘“.oﬂs and persc_)rjnel whose The Important Factors in Security for Introducing the Cloud
responsibilities, authorities and .

and Personnel ) ) ) : Services (2012)

Security relatllonshlps_ are deflngd in Q(qer to carry
out information protection activities i Key Issues and Countermeasures in Cloud Security (2017)

o identify physical assets (information

Identifying Assets t tc.) d inf i i

and Controlling systems, etc.) and Inrormation  assets, Conceptual SLA Framework for Cloud Computing (2010)
management responsibility and control
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Proposal for establishing cloud adoption criteria in the public improving security awareness fo
sector (2015) enterprise—wide technology protection and
] ) ] ) 4 | eliminating vague security concerns due to 4.07 0.76
Cloud Computing Understanding and Financial Use Cases (2017) the introduction of cloud technology (IT|
- - - - Rent Service)
(Ezc§1n1c>)m|c Evaluation of Cloud Computing Investment Alternatives the level of Cooperalion of employees
S - - 5 | regarding the security activities designed byl 4.02 0.85
A Study on the Significant Factors Affecting the Adoption of security manager
Enterprise Cloud Computing (2012) the degree of discomfort to employees
A Study of Factors Affecting the Adoption of Cloud Computing 6 regarding altered task procedure due to| 3.77 0.77
(2012) consideration of security(securit ’ ’
) ) receptivity)
Flexible Crypto System for loT and Cloud Service (2016) establish _standards for Service Level
7 Agreements(SLA) from a securit 405 0.86
Private Cloud Implementation Practices (2012) perspective by quantifying a service levels ’
with Cloud Service Providers (CSP)
Outsourced Cloud Computing (2012) g | @ssignment of security personnel (o 303 0.85
establishment of security departments) ) )
A Guide to the Use of Cloud Computing Services in the Financial the degree of security management fo
Field (2019) employees(security pledge and securit
9 . ) 414 0.88
Fi il Cloud Servi s d Implicati (2019) education for new employees, retained
inancial Cloud Services Status and Implications employees, retiree employees. etc.)
size of investment in technolog
2018 Kubecon Cleanup and Cloud Implication on Native (2019) 10 protection(security personnel + securit 4.30 0.79
education + security consulting + securit ’ ’
system introduction and operation, etc.)
11| decisions on cloudification 4.34 0.81
V. M 4 & A1} settings on relocation fo
12| cloudification(Public, Private, Hybrid, Multi,| 4.32 0.74
etc.)
_4 =1 12 AO AaIE ols} Holala| SH= improve research environment fo
4-1 22195 HP0IM 7 1=7E 22318 22 2oHae] 85 researchers (making researchers|
P2ES 13 . ) 3.82 0.81
as permanent, compensation system for job
A= A= invention, etc.)
H AT A% B . 14| Identification and importance evaluation off , . | 4 g
B A3 E B3 =&Y S99 oA 7eaE H 45 developed research results . : :
_ N & ol 1w establish and evaluate on cloud relocation
£ F1% B @S 4SS flal AiAkE AAlssin 2 15| targets due to technology information rating 3.95 | 0.78
o ol AlelH oo 3t ke x)Alo] Q1= o} A & identification and importance assessment
ehp-seh Akl sqkel tieh 2l %) 4o 2L TS security management  for  research
7F 2 I ARV 50 S thAlo 2 R3Eke] F 44 9] Hlo] 16| assets(research security pledge, researchl 3.95 | 0.79
2 % 3y sl 2 Xz 2 e 1 o] 4018 o) content security management, etc.)
B1E 3F FEsoinh AaAhs 20199 119 4958 1149 joint  (commissioned) research securit
24A71A) AR, ATE 3] DA BotTa|EgE S 17 management (co-ordinating/ consignment 305 0.81
EH@' ngg 5@ ﬂﬂE @.Ei O% }71] }Oﬂﬂr. —7]:/\} ‘ﬂo}‘ﬂ% isnescpuerlctﬁon c;tr;tr)acts, security  activities
o|H|UL Bk x}7] 7| ZALeF HA ol A 21 RS AT performance Management of Research
Results (Technical Rights, Technolog
B el WhAlS Welsigith 18| Implementation) 3.89 | 0.78
Security activities for technology transfer,
etc.)
2) A5 A} 19 setting up and managing security zones 339 062
o = ST (equipment) : :
2 ASE 58 2 Rekde e s Hs 4919, 20, introduction and utilization of securit
26, 27 3}E-9] _<,>_3 5 olslz B-AAs Axfglo] %\-om] 20| systems (ingress con)trol + intrusion alert { 3.45 0.63
= image detection, etc.
o]9]9] gH=-Eof tjj3t e 535 o)t o 7 oty e) identification on objectified domestic and
ol AFFEle] A= international  security ~ certifications  fo
=l Ahetel A °QME}' 21 selection of cloud service providers (CG 8.93 | 0.79
certification, 1SO27001, CSA STARs, etc.)
E 3. Holpig|stE AZS Aot personal computer security level (use
e e . authentication, updated version),
Table 3. Security Management Category Verification 22 SecuritySW  introduction and  operation. 3.91 0.80
Result etc.)
server security level (user authentication)
Standard (shared folder)access
No| Category Average|n . von 23| Management, up—to—date versions, 3.68 | 0.80
regulations for the legal requirements of the| E‘fgu)rlty, introduction and operation of SW,
1 E:Igigé(Cortr?plianvgzl)Ch the company  4.27 0.69 datébase security level (user authentication,
24| up—to—date version), security SW 3.80 0.79
2 | executive participation in security education| 4.09 0.80 introduction and operation, Etc.)
3 | executive support on security organization 414 0.73
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computer network security level (use education for new employees, retained

o5 authentication, up—to—date  version, 384 0.81 employees, retirees , etc.) i
security SW introduction and operation,| ) Investment on| SiZ€ of investment in  technology
etc.) 32Technolo protection(security personnel + security

o6 establishment and implementation  of 348 0.63 Protection 9 Y education + security consulting + security
supply chain security i i ) ) system introduction and operation, etc.)

” thgddlggree of dprqduc}tlon ptrcilcess (securltt 54 0.63 Analysis and| decisions on cloudification
guidelines and implementation (preven . . Design on . .
disruptions and information) 3-3 Economid S?tt'zﬂ.s " (Onbl' lrel?cagogld fl?r
the degree of internal security audit Efficiency clouditication{public, private, hyorid, multl,

28| activities (conduct security policy, 3.86 0.77 etc.)

management standards) 4 | Operation Management for Technology Protection

the degree of efforts to improve the securit improve research environment for

29| system through the analysis on external 3.66 0.81 researchers(making researchers
best security practices _ permanent, compensation system for job
obtain an security certification objectified b invention, etc.)

30| a third party(ISO27001 certification, K-ISMS 3.61 0.75 ) o ; :
certification, etc.) identification and importance evaluation of
system failljre response activities (business develqped research results .

31| continuity planning, system redundancy and 3.82 | 0.90 establish and evaluate on cloud relocation
backup, shared responsibilities, etc.) e targets due to technology information
countermeasures for technology leakage qugntltflcatlor}/CL?s rating identification and importance

4p|incidents  (plan  forincident  response, 4 o | o gg ISI ica tIOﬂ Of N9 assessment

measures to  prevent recurrence off ' 41 Tmporémce | Ol security management  for  research

accidents, cause analysis on incident, etc.) €Chnnology assets(research security pledge, research

gevelopment and contéant security ma)nagement, etc.)
_ utput joint(commissioned research  security
= A = st =

4-2 F2IR= 2._'-7'6|0'||k| JIERE ZIASE flst B2 HA| management (co—ordinating/ consignment

°]?}~?—(2017)9] %}My]%ﬁ_; ?:7‘(_]% ;g_ E’_%”% ‘].%. security  contracts, security  activities

- _ j _ inspection, etc.)

3}04 ﬁ%cﬂ‘? ‘3‘1 =< JZJ\}— EOH }‘474]3} E@J&E}xﬂﬁ] %L% performance management of research

Eo Az AN HE vy = ANA 7]eeZ A i results(technical rights, technology

| A5 A7 AT EENES 1M 71E s #a implementation)

3= 93k Bor %E]Xﬂ A= o3 2k security activities for technology transfer,

Etc.)
identification on objectified domestic and
E 4. 2212E SHM 7|E7E FAEE Qe Eotnz| A A international  security  certifications  for
Table 4. Security Management System for Minimizing selection of cloud Service providers(cc
. R certification, iso27001, csa star, etc.)
Technology Leakage in Cloud Environment personal computer security level(user
authentication, updated version)

Technology Protection | Technology Protection , security sw introduction and operation,

Level Diagnosis Area | Level Diagnosis Item etc.)

- - server security level(user authentication,

1 | External Environment for Technology Protection Electronid (shared folder)access
Legislation fo regulations for the Iegal requirements of 4-2|Technology management, up—to—date versions,

1-1{Technologythe industry to which the company Protection System | security, introduction and operation of sw,

Protection belongs(compliance) etc.)

2 | Cultural Environment for Technology Protection database  security level (USGF
Wil to Promotd executive  participation  in __ security authentication,  up—to—date verS|9n),
Technolo gy education security sw introduction and operation,

2-1 - - etc.)

S;cS))tectlon(Executl executive support on security organization computer network security level (user
improving  security _ awareness __ for authentication, up-to—date  version,
enterprise-wide technology protection and security sw introduction and operation,
eliminating vague security concerns due to etc.) '
the introduction of cloud technology (it rent 5 | Change Management for Technology Protection
service) i the degree of internal security audit

. the level of cooperation of employees activities  (conduct  security  policy

S e cur it yregarding the security activities designed Technolo gy management standards)

P Trust(Mutual) ~ for by security manager Protection/the degree of efforts to improve the
Technologythe degree of discomfort to employees 5-1| Measurement and| security system through the analysis on
Protection regarding altered task procedure due to Improvem en{ external best security practices

consideration of security(security Activity obtain an security certification objectified
receptivity) by a third party(iso27001 certification,
establish standards for service level k—isms Certification’ etc_)
agreements(SLA) from a security system failure response activities (business
perspective by quantifying a service levels continuity planning, system redundancy
with cloud service providers (CSP) Incident Response| and backup, shared responsibilities, etc.)

3 | Support for Technology Protection 5-o| for  Technolog countermeasures for technology leakage

. . Protectio nincidents(plan for incident response,

Workforce as&gnment of se(;unty personnel(or (Restore) measures to prevent recurrence of

3_1|Deployment  fo establishment of security departments) accidents, cause analysis on incident,

TechnologYthe degree of security management for etc.)

Protection employees(security pledge and security
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Table 5. Priority of All Category Using Composite Weight

Category

Rank

Composite
Weight

regulations for the legal requirements of|
the industry to which the compan
belongs(Compliance)

0.259

decisions on cloudification

0.1293

settings on relocation fo
cloudification(Public, Private, Hybrid, Multi,
etc.)

0.0925

size  of investment in  technolog
protection(security personnel + securit
education + security consulting + securit
system introduction and operation, etc.)

0.0865

identification on objectified domestic and|
international  security certifications  for
selection of cloud service providers (CC
certification, 1SO27001, CSA STARs, etc.)

0.0837

improving security awareness fo
enterprise—wide technology protection and
eliminating vague security concerns due to|
the introduction of cloud technology (IT|
Rent Service)

0.0408

executive's support on security organization

0.0343

identification and importance evaluation of|
developed research results

0.0315

security audit
polic

the degree of internal
activities  (conduct  security
management standards)

0.0299

establish and evaluate on cloud relocation
targets due to technology information|
rating identification and importance|
assessment

0.0228

system failure response activities (business|
continuity planning, system redundanc
and backup, shared responsibilities, etc.)

0.0194

assignment of security personnel (o]

establishment of security departments)

0.0174

identification on objectified domestic and
international  security certifications  fo
selection of cloud service providers (CC|
certification, 1ISO27001, CSA STARs, etc.)

0.0166

security management for research
assets(research security pledge, research
content security management, etc.)

0.0149

401
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[

the level of cooperation of employees
regarding the security activities designed|
by security manager

0.0135

the degree of security management for
employees(security pledge and securit
education for new employees, retained
employees, retiree employees, etc.)

16 0.0134

the degree of efforts to improve thel
security system through the analysis on|
external best security practices

17 0.0129

personal computer security level (use
authentication, updated version)
, security sw introduction and operation,

etc.)

18 0.0106

the degree of discomfort to employees
regarding altered task procedure due to
consideration of security(securit
receptivity)

19 0.0104

executive participation in security education| 20 0.0103

joint  (commissioned) research securit
management (co-ordinating/ consignment]
security  contracts, security  activities|
inspection, etc.)

21 0.0101

countermeasures for technology leakage|
incidents (plan for incident response,
measures to prevent recurrence  Off
accidents, cause analysis on incident,
etc.)

22 0.0084

obtain an security certification objectified|
by a third party(iso27001 certification,
k—isms certification, etc.)

23 0.0073

improve research environment fo
researchers(making researchers
permanent, compensation system for job)
invention, etc.)

24 0.0064

database security level(user authentication,
up—to—date version), security S
introduction and operation, etc.)

25 0.006

research|
technology

performance management of
results(technical rights,
implementation)

security activities for technology transfer,
etc.)

26 0.0056

computer network security level (use
authentication, up—to—date  version,
security sw introduction and operation,
etc.)

27 0.004

server security level (user authentication,
(shared folder)access

Management, up—to—date versions,
security, introduction and operation of sw,
etc.)

28 0.0023
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