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[Abstract]

Blockchain, which currently adopts a popular consensus, has problems of slow transaction processing speed and finality
uncertainty, making it difficult to adopt blockchain technology in industries that try to introduce blockchain. In this paper, we
propose a consensus algorithm that improves the problems of blockchain mentioned earlier by designing it from the viewpoint of
finality certainty and safety guarantee as well as improved processing speed. The way we are suggesting is a new PBFT-based
consensus that adds the Veto group, which excercise veto power. To verify the validity of the proposed consensus mechanism, we
conducted comparison experiments with the Istanbul BFT and the one by the number of nodes. The conducted comparison

experiments showed significant results that the proposed consensus mechanism was improved.
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2-2 IBFT(Istanbul Byzantine Fault Tolerance)
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Table 1. Terminology
Terminology Description
Verifier - Nodes pamclpatmg in the consensus.
- Verifiers verify the block proposed by primary.
- The node in suggestion group that suggests block in
Prima the round.
Y - Every node can calculate primary to the same result
through Hash before the next round.
- Veto opinion over { Gl } of verifiers in the veto
Veto power 2
group about the message from Primary.
- The group that exerts veto power.
- The group consists of { YV ] = f+ 1 nodes reliable
Veto Group for safety and they make a consensus by a majority
(G) vote.
- They don’t suggest block generation, just verify
blocks and exert veto power.
- The nodes not included in veto group.
Proposal Group . .S .
(@) - Primary that suggests block generation is chosen in
» this group.
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Table 2. States

State Description

- Start of consensus.

new round - Primary broadcasts PROPOSE message, verifier
waits for PROPOSE message.
- The state that comes when verifier receives
PROPOSE message.
proposed - Verifying PROPOSE message and if verified,

broadcasts VERIFY message and it goes to
pre-verified state.

- The state VERIFY message or PROPOSE message is
broadcasted.
- Waiting for enough VERIFY messages.

pre-verified

- The state that verifier receives enough VERIFY
messages.

verified - Primary broadcasts AGGREGATE message, verifier
waits for AGGREGATE message.
- The state that verifier receives AGGREGATE
message.
aggregated - Verifying AGGREGATE message and if verified,

sends COMMIT message and it goes to pre-commited
state.

- The state AGGREGATE message or COMMIT
message is broadcasted.
- Waiting for enough COMMIT message.

pre-committed

- The state that received enough COMMIT messages.

committed |- Trying adding block to make blockchain possible to
add block.
. - Successfully added blocks to the blockchain.
finalized

- Preparing for the next round.

- The state when appears unexpected situation like
timeout, receiving invalid massage from primary,
- fail to block insertion and veto power
- Ready to run the round again and wait for enough
ROUND CHANGE message.

round change
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Table 3. Experiment environment

PC specification

CPU Intel(R) Core(TM) i7-8700K CPU @ 3.70GHz
Memory DDR4 32GB RAM
(o8 Windows 10

E 4. IBFT2t v|wAE 2ot
Table 4. Comparative Experiment Results with IBFT

Shared Processed elapsed
W Transactions Test Transactions L time (ms)

IBFT 6000 3130.34 1938.69

1 6000
Proposed 6000 4729.63 1348.43
IBFT 6500 314299 | 2092.22

2 6500
Proposed 6500 4509.58 1629.21
IBFT 7500 3248.88 | 2344.74

3 7500
Proposed 7500 4498.55 1867.67
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E 5. Verifiers
Table 5. Comparative Experiment Results by Verifier

No. Verifiers Process.ed TPS elapsed time
Transactions (ms)
1 7 6000 4729.63 1348.43
2 13 6000 4326.25 1412.50
3 25 6000 3573.29 2019.89
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