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[Abstract]

Recently, with the 4th Industrial Revolution, the use of IT technology in the medical field has been increasing, and deep
learning technology using medical images has been applied. As the concern about height increases socially, there is an increasing
demand for diagnosis of predicting bone age so that adolescents can grow in advance and target therapy at an appropriate time.
Therefore, we propose a blockchain-based bone age prediction system through bone age reading using x-ray. The proposed method
uses a private blockchain network to share the results of image reading with distributed majors, participate in more than 50% of
the votes of Ethereum participants for accuracy, and adopt the voting value as a goal age standard if agreed. Done.
Blockchain-based medical image sharing system guarantees the accuracy of image reading through voting. In addition, it proved

through experiments that it ensures the safety of blockchain system through user multi-authentication.
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Table 1. Public and Private Blockchains Comparison

Characteristic Public blockchains Private Blockchains

Access level (¢  Anyone ¢ Single Organization
Particination ¢ Permissionless ¢ Permissioned
p + Anonymous Identities are Known
+ Consensus ¢ Pro-approved
. Mechanism participants
Security . .
¢ Proof of Work/ Proof [¢ Voting/multi-party
of Stake consensus
¢ Slow transaction + Lighter blockchain
performance .
speed ¢ Fast transaction speed

2-2 M £ 0183 YARMSIH 4T T}

A TS S H T WY A VIS o Jﬂr
2ok TW3 Wil A slzdlo] el A %= A &

-, S H(Epiphysis)Z} Z7Fch(Metaphysis)©] A= o] U 01 O]E
3}, Radius= I'5 53 Ulna2] Hs 52 §F(fusion)©] YEI}
7€ 2% (Dark Band)©] AFEFA= Al 2 v]8lt). Radius<}t



Ulna®] #7} -§3H(Fusion)©] A& o} Z7eHo] AAE7] Wil AL 71ES 4 2 H-HzTt E7Fssith
AA7Y B3 e|A] 7] witol W2 & sue 5FFR do] H] = EAS 2t ARE WA AP EEAQ] 7t o530
S-S AN glnh =3k 7 EAH o R & TEE AT o FTHAIHS FRE 53 G #=9] oS BAdsta, vl
AFo) 5 Aoyt =2 EQJo= WA & 598 ddd Wk Ipgol| A AR A B B &9 7|HE 2811 F3of| tigh 4l
A& ARSI & A% HAs 3119] 92 Xeray 9735 & S AT a7 12 A 9] 95 TRE %
A = AHE T Ao] 7 ditdoln) 5 = A A7 ol gl F oF|EA E =213} gt Flolt). o|u|X] MAe]=
o] A o] B} WETE x5 A A= & A OpenCVE 0|88 WA ARIO|A] &= g o] ot =55
o7 gt Lol S {4, TEE, A et 913+ morph gradient ¥FaLe]Fa}, 18 o] 27 U (gray scale) &
ofyg}l o8] 3 Q50| g-8-8fe] Aol o] Foj R, 12)5E o]83l o]X18} o]v]X|(binary image)= ¥ Z3te]
d7do] QA ol A Hojdthd Uiy g 52 8] UliEu] 4 T2 HFe] A& F3l #A G H 2] £ (contour) S
QA EEAAAEES] A fA AE2 & 4 k. dA] Aol A FE3 on|X] A A 2= OpenCVE ©]-8-3l WA AR
718 wol o] 85al 9l & 9% HrF WHe GPE Y TWH A & P9l At 55 918 morph gradient ¥,
o]tH9,10]. T+ SHH B 9% &=5o] X3k & A5Hk o) AY(gray scale) FalE]FS o83l o]xs} o]n|x]
S S o8-8k o] & Aol dAsIA FF <l (binary image)Z HEslo] FFH o2 AF2l9] RS T3
ekt Aty Jof el ks o Wol v uelt) T g o o] 2]ZH-A (contour)S =3}
3 @ B0 uidal AR Cla)] Yo S ELHT T o
Hol] =2 Ao=w dHA Ut} = A& 7} AFH el w2}
e o el s ottt e e mas  3-10ICi2IS 2 of ey
0= 5 7] wjiZel 7 AT w2 2E:X7F 2 ash

B _ xﬂo]- /\])\Eﬂq ig].o] dE E- O]E‘]wﬂ% LﬂEO_]i
o}, Sk Aolo] 79- o] A AR} v whe] A &5 wol _

Aol walala] S oad o] RS . Aol Al AREAR} Aol MEE = 2o o2 LE|tEE o]
719 AFe] TFAAH = A5 A% Aol wet g

I} olt)g]& o7 HHE FAI3H
5 918 91 o1E1A3} ol

B3} ARGY THE AT
o} 213 29} 2ol SR G
S oA E FLA] )

SRR B Aol AR ekl 2vhE AEY
Eo) £ /)58 0k} o] AL,

-vote() : T

- voteClosed() : F3£21%1 715

- voteCount() : 7| &2l 7|5

mfé

OH

I, SlZYA ZRE 9IE SEHQ J|ue| I
o oS AlAE

WA dolE el AR sl A e

s} Ho] ARF o R B0 AAE o] Qo] A9 VS-S
T 2 Szt E7Fs ) w=oll A AlAERE E5 A9
Tk ol m Ak BGA|AEIL B Ea) o4k gHEo] Aok

o

= A webA T spgol| A Skl 5 S =A9] 7]t

=
= - - o =] 525 2=
Tk B E T ARG RARE TEl ST 5 9l m @ T
_ - Web 22127 Dapp H2}$H Dapp HEt#X
o) o
|7 G T Al 2FS Al
: - - HTML/CSS/Javascript HTML/CSS/Javascript
= Privet block chain HTMUCSIJavasalpt Web3js Web3js
EE (Medical Image Sharing) Apache/Nginx Webserver AN Webserver Apache/Nginx Webserver
5 f
1 = . ’ EVM EVM
erver code — —
e Java, Python, Ruby " "
& E! 7 e —— Rl Blockchain Blackchain
. Spoart (Contract [ faccount data, | [ (account data, |
S,g. | T % " Dﬁ;‘?ﬁ I [ contract code / \_ contract code /
v . T ol —
“a Vote P i [ Cathe |
g byagy DB ache |
. _ 7 I (- Ethereum Dapp Instance 1 Ethereum Dapp Instance 2
[ Blockc a8 2. °|E°4/<\a|' 3SRE 2t 4ot olHelEg #=
create
pnvmeul W Fig. 2. Web and Ethereum structure for medical image
. .. £ .
MD L sharing
|
“ — PAE Lelel BE AEES YHste] FHAL AF
(NN traim) G{\Nm} —
(Account) Sl Al Wl E(Deploy) €t} S5A0- EE HoE 7k

'='§x.||o| A|:||.E 5’-|EEHE =

Flg. 1. Blockchan smart contract structure

B2A9e E dlolEl/l HEE I A7 207 Bio]

2179 http://www.dcs.or.kr



Ol X 2 =58 =2FX|(J. DCS) Vol. 20, No. 11, pp. 2177-2182, Nov. 2019
Skl F3pol thk MBS ASeth A= s dAE T Al ek 32 A 2] Ay 32 313 A
EA 5, FEAEAE A%, FE R A9 S84 2 wse
2E BAS 5510 AP A FEAL 552 Mist B Table 2. Experiment environment
$A% Bal FHA ADS 553 5 vk
’ Division Specification
CPU Intel(R) Core(TM) i7-8700, @3.2GHz

3-2 Hyperledger Fabric AkZZ} 21E RAM 64GB, Geforce RTX 2080
Private 553|2] 7]% 2 Hyperledger Fabrice &7} AM&-A} 0s windows 10, Linux
g uhgoz 749 Yool BEANE JE AFPEE Language G, python34
HLEL O 21 o] Al Elo] olylElx = 2l o w Tool Tensorflow Keras, Visual studio 2017, Anaconda

PO 22k /IS A=F o] o 7| EIA S 133 o] vErd Library OpenCV3.4, CUDA, cuDNN, solidity,

o Atk

‘ RS(peer)

| e | | oas | | ow |
(IDPW)
(OTP Token)
(Access, Refresh, OTP Token)
rareacion, OTP vae Augh Cock)
(Transaction, Access Token)
(Transaction verification resuft
(resssue request when access token
E=m]
(Acrss token reissue reguest)
a8 3. 25 1y

Fig. 3. Authentication structure

Jo. 1:)\1

A 19 32 ARE A9 Q1T S gk Zlolth A
|72 ofolt] o} A =F o)&al] =1RlsHH A B]e] ARgA}
BHE 7|02 HE(Access token)2} OTP(OTP token)S-
A2t clientoll Al JEghc) |9t 7ol A AHE-5= OTP+=

23} S %0] A}§ 513 QAT A M A Fefol ALEs) Al u]
AR FFs 4-F secret key 9} $HA] AHE-HTH

=3}

oTP= HOTP(k t)
T= T,)/z

( curr

L

Mor

0

Had

el ME EEARE Ve R R gdE =
Alrl o AP S5AIR] YES] =AM o] go]
o} ARkskaL Sl el w9 d - Al RS F1F AR

HIESSS] e P MuAR s i

g PSSR 18] HaE skt A BE 23

ar
o

Fr

)
A}
=

)

o=
-
5
[
=

o

A

=]
=
Eo

Asa

o

],

ol

http://dx.doi.org/10.9728/dcs.2019.20.11.2177

2180

4-2 0|H{2I2 MY

olf gl &ollM AlxE At ARARE TR E AL, A
AE AFE= F25 16305 FY 2 AL =U AR A EE T
5 4= 9lom] ARk FHA2Ele] FHATF AR} Eiz Al

Uk AlFE 8] A= vt 2ho] A Eh

C: Geth>geth --datadir "c: ethereum data" account new

:Wethereunthdata™
i with a password.

account new

P

=

Aol e A AZH= AHE E5AIQ W ESAAS

A8 A& F5T lolth o)A BRAI FITF A2
Hlof] Alg-x}= skelshA the-a) 2o}

C: Geth>geth --datadir "c: ethereum data" account list
::Wgeth>geth —datadirs "c:Wethereuntdata™ account list
ccount H#8: (eh2f3ci2d73a49a48b72f2%eada2elBad2b89728)
C——2018-91-25TA3-87-27.2667761800L—e F3cl12d73a19a48hbY
c unt #1: {666b986%cA4b7he?18hf58c69135547ec439c57470
C--2018-81-25TB3-21-58 . 75255830BZ—666h9869c4b7he918h!
ccount #2: {111c98F5fcII25ALS63IIVBCT1145948c6bdfaed
C—2018-81-25TBA3-22—17 .586985800E—111c?8Ff5fc3I3250b56 3

=R A AP BEAG HEGTAA ol el gl B4
ek, AQFeka Qi o) 5 B A2 918 A 25
QW9 =e] e oPgA AR FEE D AEGE)
AdE APsalel] 9Ia ohag Asehs AE H4e A9
Sk Aol AW kS H5sh= o] Aayslo] 1w

O ethers HAFOR A €rh. BS54 987 7315 4

ABR= 7-9- TR 21| AW (candidate)S F3EAF Al A 4
3l sl T3 Ak] vCount7} JAIE T, FXAT TE FHE
3] BEE FRE 3 A8-A} A7 (msg.sender) S true = A7
sl —ErE;‘l%% 7153k B3k ZF Al o] ZHA AL = A ES
Eqx B7F H A trueR 71FEH] Qo] TE FRE

(VoteClosed()) E71sH ok B3k T3 Al(voteCount()) o]



gk el FrAte] gus lEshd dAAle £ A
(vCount)& g1 < Stk

C: \geth>geth --identity "PrivateNetwork" --datadir "c:\ethereum
\data" --port "30303" --rpc —rpcaddr 0.0.0.0 --rpcport "5058110"
--rpccorsdomain "*" --nodiscover --networkid 21900 --nat "any"
--rpcapi "db,eth,net,web3,miner" console

> miner.start()

73S private 0% 7] wE-oll
pubhc_i J—7H &lod Eelslt) /\gﬂ

FEAR Ao

gg
o_& s

r& ooy o
= .

I>
o
o ﬂJlO

Ho
(it ol

(Account)=

oH TW37]3k 5 A

oS & Felake] F3tol] o 6‘}71] bl

dlo]e]7} tas} Hof ARt o w E5o]
o] 7155 4 Bl e ETT Brbs st

B =molA AlAehs B5AIQ] 71Nk ol md

3l A} Ao IS W Asl

A|Q1 718k L2}l —TT:‘

A

r oH

uq

H
>
By
o
[
o

mb:
Jh o

EY

2 o
Koo

32 o,

jﬂ
2

of
Ho
>,
[>

By
L
ISP e S YR

N
-

m

2

o oX
mlm
J}m

=
ofy

1 E v
ik

o
o|\

==

S [m >

[o

)
flo fo

._;
17}
-

e
e
T oX

g
o
2

il
©

X

—m
=
Y
P
z

%

e o mx (M oox & orlo

%
4 B o

e

gk
©,

o
o
s
Ju
2,

° °
a
@ Vot Vote
& ®
® ®
sync i
I
|
) Account Book of Voter 1 (b) Account Book of Voter 2 1
38 2. 2=0 fe AnAB Sx0| Hofsix| 23ks o

Fig. 2. Consistency for blocks and hackers failing to vote

2181

=0

AR} T5015-8 $15) access tokens
LA Kolr] wiitel F1tel £4E B}
3}al, A=A 8] ZFA secret info= A4 3}Fe] access tokenS
w3t T A= OTPAIH Z5E A8 A8
=3 4= Q7] Wil 15| B715o 2 Hlo|E]
5o APES B3l T

T:TE‘E

[e)

=

AFE17 Wakse A Sl A g Ee] ekt gl @A) Al
A .02 Aol jg w47t Z7beka ik 106 W] A9 e
20174 oo} Fad BEAQFEE, of w2 7]k B
384 2 717h Sebhan qlrkan MR, A A &
ob YadEe] YT L YRR B} F7bska o)

et Sulel A ob AR B e WL 91g Folv)
#|(Gold Stannard)7} 7341 glo] .l 915 Aofe] A1 7

A=

YA

=

5kt 910] oS el 1) 04 5 Sk B 7
A3 glek. S5 B A2 BEAR 7% F olee) e
2 o8 RAAN S I T AR O el
Q1] 7]uke] ZphE AEAEE o] g3 QL PA AR
AR BRI 919 Lerel RIS N, ol 2

oA AHgEE Y R AEAES FHA) Zhol w]Es}e] %
E QA1) NS FAS, A, 1% 2ot Selre
Fluke] 2ohE AEES BEAIe] AGo Wt 4
Follis o] BAFsat 485 STelA] ofelge) gl
2% g5k

aass

[11J. G Lee, S. Jun, Y. W. Cho, H. Lee, G. B. Kim, J. B Seo, and
N. Kim, N. “Deep Learning in Medical Imaging: General
Overview.” The Korean Journal of Radiology, Vol. 18, No.4,
pp-570-584, May. 2017.

[2] Internet Homepage of Korea Drug Development Fund(2016),
Available:Http://www. kddf.org/bbs/bbs.asp?no=96&mode=
view&idx=1401&p=1&cateid=39

[3] H. J. Kang, J. Y Yu, J. M. Choi, J. E Cha and M. J. Choi,
“Comparison of the factors related to the sugary drinks
consumption in obesity and non-obesity group of Korea
adolescents”, The Korean Society for Health Education and
Promotion, Vol. 136, No.1, pp.15-28, Jan. 2019.

[4] H. M. Hussien, S. M. Yasin, S. Udzir, A. A Zaidan and B. B.
Zaidan, “A Systematic Review for Enabling of Develop a
Blockchain Technology in Healthcare Application: Taxonomy,

Analysis,

Recommendations and Future Direction.”,

Medical System, Vol. 43, No.10, pp.Sept. 2019

Substantially Motivations, Challenges,

The Journal of

http://www.dcs.or.kr



C)x|= 28 = 5}3] =2 | (J. DCS) Vol. 20, No. 11, pp. 2177-2182, Nov. 2019

[5] Albahri, O. S. et al., Fault-tolerant mHealth framework in the
context of loT-based real-time wearable health data sensors.
IEEE Access 7:50052-50080, 2019.

[6] I. C. Lin and T. C. Liao, “A Survey of Blockchain Security
Issues and Challenges.” The International Journal of Network
Security, Vol. 19, No. 5, pp.653-659. 2017.

[7] G. Zyskind and O. Nathan, “Decentralizing privacy: Using
blockchain to protect personal data.” in Proceedings of IEEE
Security and Privacy Workshops, pp.180-184.2015.

[8] A. Dorri, S.S. Kanhere, R. Jurdak, and P. Gauravaram, “
Blockchain for 10T security and privacy: The case study of a
smart home." 2017 IEEFE international conference on pervasive
computing and  communications  workshops  (PerCom
workshops). pp. 618-628, IEEE, 2017.

[9]1S.J. Son, Y. M. Song, N. G. Kim, Y. H. Do, N. J. Kwak, M. S.
Lee and B. D. Lee, “Tw3-Based Fully Automated Bone Age
Assessment System Using Deep Neural Networks”, The
Journal of IEEE Access, Vol. 7, pp. 33346-33358. March.
2019.

[10] K. Alshamrani, F. Messina and A. C. Offiah, “Is the Greulich
and Pyle Atlas Applicable to All Ethnicities? A Systematic
Review and Meta-Analysis,” The Journal of Cooperation with
the European Society of Radiology, Vol. 29, No.6,
pp.2910-2923. June. 2019.

[11] M. Attia, M. Hossny, S. Nahavandi and H. Asadi, “Surgical
Tool Segmentation Using a Hybrid Deep CNN-RNN Auto
Encoder-Decoder.” in Proceedings of 2017 IEEE International
Conference on Systems, Man, And Cybernetics (SMC), Banff,
AB, Canadapp. pp.3373-3378. 2017.

[12] Y. B. Cho and S. H. Woo, “Algorithm for Extract Region of
Interest Using Fast Binary Image Processing”, Journal of the
Korea Institute of Information and Communication
Engineering, Vol. 22, No. 4, pp. 634-640, Mar. 2018.

ZAHE(Young-Bok Cho)

2005: &5t AAA ST A AL

20120 FHoigta AAA et 3 shEAL

2019: SEistm o) gty o &uka}

2012-2018: S5 tistal Az EY oty W us

2018~ & A : tdista AR H oISty Fu4

Aok SR, Juudl BN S, Wt nol

http://dx.doi.org/10.9728/dcs.2019.20.11.2177 2182



	의료영상 공유를 위한 블록체인 기반의 골연령 예측 시스템
	[요약]
	[Abstract]
	Ⅰ. 서론
	Ⅱ. 관련연구
	Ⅲ. 의료영상 공유를 위한 블록체인 기반의 골연령 예측 시스템
	Ⅳ. 실험 및 평가
	Ⅴ. 결론
	참고문헌


