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Design and Implementation of Secure Data Access Control Model
for Improving Information Security of Programs
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[Abstract]

In the information system, effective management and use of vast amounts of information data play important roles in various
applications. To effectively manage information, secure information must be prevented from external intrusion or information leak.
So, the technology for protecting secure information against unauthorized access is essential for a safe information system. Access
control models can be used to secure data from unauthorized access and to protect against illegal access. This paper presents a
data secure language and access control model that can define the security levels of data in a program and protect the data against
unauthorized access. The proposed access control model can effectively manage data defined as secure information, and can
improve information security of programs. Finally, the accuracy of the proposed model is evaluated through implementation and

experiment.
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Fig. 1. A case of dangerous access of secure data
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program ::= SecureProgram begin statement end
statement = { statement }

| variable = exp

| statement; statement

| if (exp ) then statement

else statement

while (exp ) do statement
output (variable, dst)
setSecuritylLevel(variable, SecuritylLevel)
exp == constant | true | false

| variable
| exp ® exp // binary op.
| ©exp // unary op.

| input (data, src)
SecurityLevel = Secure | Normal | Unknown

T8 2. Hlolg 2ot clofo] M
Fig. 2. Design of data secure language
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Table 1. The design of security level of data

security o
description
level
¢ security level of general data
Normal ¢ Data is initialized to Normal if there is no
explicit security level information.
¢ security level of important data to be kept
Secure
securely
e security level of risk data to be maintained
separately from secure data
Unknown .. ;
e Data originated from unknown source is
initialized to Unknown.
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W o] 57 AA o] §lo™ Normal 2 %7]3}3Ic} Hol A
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Table 2. The structure of data access control model

name description
It manages to access data for statements properl
accessControl | . & . . PrOPELly
in a program by using access control list.
It manages the access rules of data of
dataAccess expressions in  programs, and  supports
accessControl by maintaining access control list.
ACL data structure that manages the value and the
(access control | security levels for access control for variables or
list) data defined in programs
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Table 3. Access control rule for Unknown data

Access rule Normal Secure Unknown
Normal Accept -> Secure -> Unknown
Secure -> Secure Accept Warning
Unknown -> Unknown Warning Accept
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accessControl algorithm
stmt = read next statement
while stmt != EOF do
switch (stmt)
case variable = exp :
s_level = dataAccess(exp)
update the ACL with (variable, s_level)
stmt = read next statement
case if ( exp ) then stmtl else stmt2 :
val = evaluate the value of conditional exp

if val == true then
analyze stmtl in then part of the if statement
else

analyze stmt2 in else part of the if statement
case while (exp) do stmtl:
val = evaluate the value of conditional exp

if val == true then
analyze statement in loop body and continue loop
else

analyze next stmtl of the while loop
case output (var, dst) :
s_level = get the security level of var from ACL
s_dest = dataAccess(dst)
if security violation from access rule then
display warning
block the access to the secure data
stmt = read next statement
case setSecurityLevel(var, sl) :
set the security level of the variable to sl
update the ACL with (var, sl)
stmt = read next statement

8 4. ollo[ef 2ot dofol HZ Mol Lu2F
Fig. 4. Access control algorithm for data secure language
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dataAccess(exp) algorithm
switch (exp)
case constant or true or false :
return Normal as security level of exp
case var :
s_level = get the security level of var from ACL
return s_level
case expl ® exp2 :
s_levell = dataAccess(expl)
s_level2 = dataAccess(exp2)
check access control rule for s_levell and s_level2
if security violation then
display warning
block the operation with secure data and Unknown
return s_levell ® s_level2
case O expl :
s_levell = dataAccess(expl)
return s_levell
case input (data, src) :
s_src = dataAccess(src)
update the ACL with (data, s_src)
return s_src

J8 5. dataAccess 212|F
Fig. 5. Algorithm for dataAccess
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SecureProgram begin
1: dataA = 100;

2:  dataB = input(12345, Normal);

3: setSecurityLevel(dataB, Secure);

4:  dataX = input(19216801, Unknown);

5: sum = 0;

6: setSecurityLevel(sum Secure);

7: sum = sum + dataB;

8: i=0;

9: num = 3;

10:  while (i <= num) {

11: sum = sum + i

12: check = sum + dataX;

13: i=1+ 1;

15: output(sum, dataX);

16: test = 0;

17:  output(test, dataX);

18: test = sum + dataX;

19: output (test, dataX);

20: if ( dataB > 0 ) then output(dataB, dataX);

else output(dataA, dataX);
21: if ( dataA > 0 ) then output(dataA, dataX);
else output(dataB, dataX);

end

a3 6. oo|ef Hot =273
Fig. 6. A data secure program
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Table 4. The data defined in the example program

name Si:/];t ¥ purpose of the data

dataA Normal Normal data

dataB Secure Secure data

dataX Unknown | insecure data from Unknown source

sum Secure result value to be kept safely

i Normal index var. for loop statements
num Normal condition var. for loop statements
check Secure & | verify .Wl’le{’l used in  insecure
Unknown | computations in loop statements
test Secure & | verify when secure data is exposed to
Unknown | unknown data
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39] <t Alof F2ol| W} Secure Rt 55 o2 HslEC] u}
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[Dangerous Access Output Warning]

("SECURE DATA [sum] is Accessed by Security Level:
Danger", (VConst 12351, Danger))

("SECURE DATA [test] is Accessed by Security Level:
Danger", (VConst 19229152, Danger) )

("SECURE DATA [dataB] is Accessed by Security Level:
Danger", (VConst 12345, Danger))

[Dangerous Access: Detailed Information]

1:[Warning] Secure data is used with Dangerous Data.

Danger Type: [DTApproach]
ID: [*] Value: [12345] Security: Secure
ID: [*] Value: [19216801] Security:

Unknown

2:[Warning] Secure data is used with Dangerous Data.

Danger Type: [DTApproach]
ID: [*] Value: [12346] Security: Secure
ID: [*] Value: [19216801] Security:
Unknown
3:[Warning] Secure data is used with Dangerous Data.
Danger Type: [DTApproach]
ID: [*] Value: [12348] Security: Secure
ID: [*] Value: [19216801] Security:

Unknown

4:[Warning] Secure data is used with Dangerous Data.

Danger Type: [DTApproach]
ID: [*] Value: [12351] Security: Secure
ID: [*] Value: [19216801] Security:
Unknown
5:[Warning] Secure data is used with Dangerous Data.
Danger Type: [DTOutput]
ID: [dataX] Value: [19216801] Security:
Unknown
ID: [sum] Value: [12351] Security:
Secure
6:[Warning] Secure data is used with Dangerous Data.
Danger Type: [DTApproach]
ID: [*] Value: [12351] Security: Secure
ID: [*] Value: [19216801] Security:

Unknown

7:[Warning] Secure data is used with Dangerous Data.

Danger Type: [DTOutput]
ID: [dataX] Value: [19216801] Security:
Unknown
ID: [test] Value: [19229152] Security:
Danger
8:[Warning] Secure data is used with Dangerous Data.
Danger Type: [DTOutput]
ID: [dataX] Value: [19216801] Security:
Unknown
ID: [dataB] Value: [12345] Security:
Secure

a8 7. tlolgf Eot =220 HZ Mo A Zx}
Fig. 7. Results of evaluation with the test program
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[Dangerous Access Devailed Information] :

[Warning] Secure data is used with Dangerous Data.
Danger Type: [DTApproach]

ID: [*] Value: [12345] Sect

ID: [#] Value: [18216801]  Sect

[Warning] Secure data is used with Danger:
Danger Type: [DIApproach]

ID: [*] Value:

ID: [*] Value:

] Secure data 1

e Tasrvei [T A

Secure
Unknown

n

38 8. ok Z2Ie| M Hof M AW A

Fig. 8. Execution results of the experiments
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