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[Abstract]

The car dashboard camera is becoming increasingly common and mandatory. In order for dashboard camera videos to be used as
accurate evidence for car accidents, it is important that the evidence is gathered by due process. In this regard, it is essential to secure video
integrity to prevent forgery and falsification of video content, since black box owners have unlimited access rights. In this paper, a hash
image is generated by using the quantization DCT coefficients of the H.264 video codec as the input value of the SHA-256 hash
function. In addition, HMAC was generated using the key value generated based on the random number stored in the secure hardware
place at the time of dashbard camera production and used as the integrity verification information. HMAC is concealed in the same video
by the difference expansion technique. As a result, we proposed a technique that can view video contents and verify integrity with only
a single file unlike the previous researches, while the distortion of video due to data hiding is as low as about 0.01dB.
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Fig. 1. The block diagram of video integrity verification based on H.264/AVC
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Fig. 6. The realtime video integrity verification client
application
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