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[Abstraci]

As financial transactions using smart phones and transactions using cryptocurrency have increased sharply, the traffic volume of
financial networks is increasing. Financial cyber attack is also increasing, so its countermeasure is needed. However, coping with
financial cyber attack is hard in aspect of cost and time because analysis of massive traffic is necessary. Therefore, visualization
technique can be used as a solution to this problem. For this purpose, this paper analyzed the network traffic of Financial Information
eXchange protocol, which is one of the protocols used in financial transactions such as stock trading and cryptocurrency and derived the
visualization field for each traffic type and propose a visualization method.
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Fig. 1. PERCIVAL tool
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Fig. 2. FIX protocol communication
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Table 1. Basic field of FIX protocol

Tag Description
8 BeginString
9 BodyLength

35 MsgType
10 Checksum
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E 2. AZs €2 - Logon HA|X]
Table 2. Visualization field - Logon message

Tag Numbery  Tag Name Description
49 SenderCompID Assigned Valuf: used to identify firm
sending message
52 SendingTime Time of message transmission
56 TargetComplD Assigned Val‘uf? used to identify
receiving firm
108 HeartBtInt Interval of heartbeat message

E 3. A[Z3 ZE - Heartbeat MA[X]
Table 3. Visualization field - Heartbeat message

Tag Numbery  Tag Name Description
49 SenderCompID Assigned Valuf: used to identify firm
sending message
52 SendingTime Time of message transmission
56 TargetCompID Assigned Val‘uf? used to identify
receiving firm

E 4. MZ3EE= - lol HAIX]
Table 4. Visualization field - lol message

Tag Numbery  Tag Name Description
27 10IQty Quantity of I0I
34 MsgSeqNum Integer message sequence number
Message format is privately defined
3 MsgType between sender and receiver
44 Price Price of IOl item
49 SenderCompID Assigned Valuf: used to identify firm
sending message
- Time of message transmission (always
>2 SendingTime expressed in UTC)
54 Side Buy (1), Sell (2)
55 Symbol Name of IOl item
56 TargetCompID Assigned value used to identify

receiving firm
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Table 5. Visualization field - Order message

Tag Numbery  Tag Name Description
11 ClOrdID Unique order ID
34 MsgSeqNum Integer message sequence number
Message format is privately defined
3 MsgType between sender and receiver
38 OrderQty Quantity of order item
49 SenderCompID Assigned Valuf: used to identify firm
sending message
R Time of message transmission (always
>2 SendingTime expressed in UTC)
54 Side Buy (1), Sell (2)
55 Symbol Name of order item
56 TargetComplD Assigned value used to identify

receiving firm

E 6. AlZ3l €= - ExecutionReport HA|X]
Table 6. Visualization field - ExecutionReport message

Tag Numbery  Tag Name Description
11 ClOrdID Unique order ID
14 CumQty Quantity of processed amount
32 LastQty CumQty of last execution report
34 MsgSeqNum Integer message sequence number
Message format is privately defined
35 MsgType between sender and receiver
38 OrderQty Quantity of order item
49 SenderCompID Assigned Valuf: used to identify firm
sending message
R Time of message transmission (always
32 SendingTime expressed in UTC)
54 Side Buy (1), Sell (2)
55 Symbol Name of order item
56 TargetComplD Assigned Val‘uf? used to identify
receiving firm
151 LeavesQty Remaining quantity of order item
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Fig. 3. Visualization procedure
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SenderCompID = find tag(fix,'4%

)

")
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datal[’' Time'] = SendingTime
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Fig. 4. Python pcap file parsing code
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d3.csv{"Data/ t.csv",type,
nv.addGraph (function() {

fixStat funetion (d){

var chart = nv.models.pieChart ()
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Fig. 5. Visualization code
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Fig. 6. Visualization view
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Fig. 7. FIX protocol message type statistic graph
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Sequence Number :3

Fig 8. FIX stream data visualization and detail information
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