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[Abstraci]

As the use of various kind of social network services is rapidly increasing, the situation of exchanging messages in virtual
space is also growing. The anonymous service means a function that allows users to transmit their own message without revealing
their identity of the author. If disclosure of the anonymous message is required, the identification information should be disclosed
if certain conditions are met. In this paper, we present a new anonymity and security service providing protocol based on secret
sharing method for group communication.
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Table 1. Summary of Symbols
Symbol Definition
Server_M Message Server
Server_V Verification Server
Sender Writer
Receiver All User
Requestor Requestor
SKey[V-Sen] Symmetrlggﬁe\éfi;\gevev?it\(/jnflcatlon
Symmetric key between Verification
SKey[v-user] Y Serves; and All User
Symmetric key between Verification
SKeyu-v1 Y Server anscli Message Server
Symmetric key between Verification
SKeyM-Rea] Y Serveryand Requestor
AKey[M] + Public key of Message Server
Symmetric key between Message
SKeyIM-User] Y Servers;nd All User ¢
SID Writer Identification
MID Message Identification
TS[MID] Timestamp of Generated MID
Msg Text
Num Message Number
TSIMsgl Timestamp of Written Message
Sen_Table DB Table of Sender
V_Table DB Table of Verification Server
M_Table DB Table of Message Server
GKey Group Key
H[+] Hash Function
KEY Encryption/Decryption Key
KEY(SID) Encrypted SID value using KEY
An expression that generates
Seglil(KEY) fragments of a KEY
through Secret Sharing
Fragment value
Segment[i] that can restore the KEY value
generated through secret sharing

2HA 2L, Server V, Server M WA Eof] Tt AHE o}
[3% 2]7} 22 DB Hl o] 5ol A7t

E 2. Sender, Server_ V, Server_ M2| DB E{o|g
Table 2. DB Tables of Sender, Server_V, Server M
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Table Name Fields
SID 7 2F el 227 o) WA & 2dstal,
MID - -
TSMID] o} 52127} o] v WA A of] T gk 2 =pel] T gk A
Sen Table Mse 5}, FAEAE o] goleka /g .
TS[Msg]
Num
Scall(KEY) 1) 73 HIAIA ofolt] &g 74
SID 3 Al 314 & 227} o]
TS[MID] =)= i
V Table H[MID:Msg] Wl MAJA] ofelt] B3-S Q). A=
_ H[ SKey[V-SeIrgiE l\;IID, TS[MID]] S A g],J—,_ 25 AW ZINE QA F7F ARE AN, AX
o KEVGID) Fh RE e s 4% Ak 36
— i\]um eanl(KEY) (SKeyv-sen)) = /3 S8} T},
Msg
TS[Msg]
MID Step 1. ol o] uﬂ/\] A2 A= AR A= H‘H"ﬂ
H[MID:Msg] olm 1 ) 1o
M_Table H[SKey[V-Sen], MID, TS[MID]] oty WA K] 2] HQ gk wAIA] ofelt] WS QA
SKEY(StID) 2 A= A}212] SID9) Timestamp(TS)E 2 AFet HE AW
egment[l n] e _ -y =
KEY 7} &5-5k= A 71(SKeyv-sen) 2 G 23}5ke] A5 AAHE 7
sID ST 18]-[20].
Sender Server_¥ Server_M Requestor

h. SKeypan{SID, TS)

4. SKewy s {MD, TS umn

3. Save SID, MID, TSy, at ¥ Table

5. Save MID,TSpp; at Sen_Table
6, Edit Msg and Save Msg at Sen_Table
7. SKeyne s {HIMID:Msg], TS)

2, IF TS is valid, Then Creale MID, TSun)

8. IF TS is valid, Save HIMID:Msgl at ¥ Table
9, AKeyur{MD, Msg, TSqug  HISKeyy s, MID, TSqug 1)

12, SKeyg iMID, H[MID:Msgl)

[10. Creaie Num and Save Hum, MID, Msg,
TSiusg), HISKeyy s, MID, TSy
atM_Table
1. Creae H[MID:Msgl and Save at M_Table

13, Compare H[MID:Msg] and
HIMID: Msgl at V_Table
14, SKevpei{MID, YESM0)

5. IF Ho, Bma‘]mstEmrMmagetn allgrmp

Remove recornds and Ti
IF Yes, Confinue

16. Broadcast GKey(Msg, Num, TS[w=gl, H[Msg, Hum, TS[p.] to all group members

s

2 g eI Aug] o= AR} AR} FAIALE o] Fo
5 247}
INE 8

wIAA] 23S flal S A

AIAIA] -8

&= A7

Receiver

22-1, SKeyy-se {Num, Seg; jKE‘ﬂ;ﬁ

18, IF Num, TSueg1, TS is valid,
Then SKeyiu {MID, TS

17, SKeyw—rg{Num, TS[u,1, TS)|

-

19, Compare MID, TS[MID] at ¥_Table,
Create KEY, KE\(SID)
Seg{KEY), -, Seg.KEY)

20, SKeyp y{Hum, KEY(SID))

Using SID at V Tahle and Save at ¥ Table

22-2, SKeYv-req1{NUM, Seg;{KEY))

21, Compare Num at M_Table,
Save Num, KEY(SID) at M_Table

22-3, SKevyyuxANUm, Segy.; {KEY)

26, SKeyp i-{Num, Segment; .1}

23, Save Seg;{KEY) each Table [ All User]
24, Check Mzg to match Num, Select Permil/Derny [ All User]
25, IF Pemmit, Creale Segmenty Using Segp{KEY) [All Ussr]

G

30, SKeype yj{MD, SID, TSpup7)

27, Save Num Segment);_, atM_Table

28, IF number of Segment;;

Then Assemble KEYUsng Sacretsmnng
And Save KEY at M_Table

31, Using SID, Reference MID, TS{up], SKeyrva.] at ¥ _Tablg
Create HISKeyy se, MID, TSqun]

32, SKeypyv{MID, HISKeyn: 1, MID, TSpapil)

33, Compare H[SKeyyy_se, MID, TS up]
to match MID,

IF Itis same, Yerily the Sender

34, Save SID atM_Table From Step 29

35. Broadcast GKew(Msg, Num, TSIw=l, H[Msg, Hum, TSiu.g] to all group members

29, Using KEY atM_Table, ExiractSID in KEY(SID)

a3 1.

- ?
TZEFT AR} ITE

Fig. 1. Protocol Process Flow
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Step 3. A% AH <= SID, MID, TSmin S AH:12] DB H| o] £
(V_Table)oll #7ghct.

Step 4. 715 A1 H= MID, TSmorE 2Hd AFe} &-frat= A
7](SKeyiv-sen)) 2 A 5.3}3}o] 2 Al Al gt

Step 5. ZdAR= G418 MID, TSmibiE #H;12] DB H| o] &
(Sen_Table)oll A1 7-3tc},

Step 6. 23 A= WIAIA] W-8(Msg)S 2Hd3kal #}412] DB
E o] E-(Sen_Table)oll 473k}

Step 7. A= MID9F Msgel aA] ZHH[MID:Msg)| <}
Timestamp(TS)E T 7](SKeyrv-sen)) = F3.8}8ke] 45 A1
of| A5t

Step 8. AT MW= TSE A4S AI3(AHLETEH

25, f&3 49 HMID:MsglE AH:1¢] DB Hol&E
(V_Table)oll #7ghct.

2 99 AIAA) 4 24 34
F A e At o WA A F) ES 9]
, A1) Aol A A eshe el

Step 9. A} AH= MID, Msg, WAIA] 2 A1 711 Timestamp
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Step 11. WA1A] A H]= MIDS}F Msg?] & A ZHH[MID:Msg)]
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=3

Step 18. WA A] A ¥ = Num, TSpvsg, TSZ -89S A| 73]
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Step 19. A5 AH&= W53} 7] F(KEY)S Lol= A4
FaL AR A 255 Ao MIDS} TSmmiel] 3 38h+=
2212 DB E|o]E(V_Table)2] dlZ =0 KEYRS A8t
' dFZ=9] SIDE HE5 s} 7|2 tEste KEY(SID)&
A7), v RS 58 KEY 7] 27He A s ik
E(Segm(KEY), -, Segm(KEY))= A8/d 3L A7ttt

Step 20. A% A1H = Num, KEY(SID)E HAIA] AW 7} &
sh= o1 71(SKeymv) & e ststo] wAIA] AW HES
=3

Step 21. HIAIA] A B A2k Num, KEY(SID)E #H:1 <]
DB E©]5(M _Table)2] 33 &l Z=0f A4-3kc},

Step 22. A% AT 2FW ZE AFEAh-moll Al Num<}
G M= U2 Segn i(KEY)E AFAl T} Zhz) AREAF7HE]
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Step 23. IwU] BE
g ke A2 T2 Segr(KEY)E AH21¢] DB H|o] &
=3

AHEAEAA, A4, 23AhE A
| A
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Step 24. a3y RE /\]__Q_X}(xl}\—l A}, AR} o x})%
Nume®l] 31938= MsgE 8?1 $ &7 o 75 A eglgit).

Step 25. LEU BE AREAEAIAL, AL 8 DT &
ME Yol= AFEAR= A219] Segi(KEY)E ©]-88F] KEY#:
< 598 5 e 27 dh(Segmentr)S A4 gL

Step 26. SegmentiE A3+ AFEA= Num®} Segmentifs
Apl 2t W AA] A REe] T 7 (SKeyv-usen) = GF S 8}8Ee] T
AJA] A el Al gt

Step 27. WIAIA] AH <= 2}41 €] DB H|©]E(M_Table)oll a3
Num?] 2| FZ =0l Segmentp S-2 #4733}

Step 28. Uﬂ/\]ﬂ e e AYHR-e Segmenty 7} t7] 0] 4L
785 Ul EARS o] &-31o] KEY & AlitakaL #17gghh

Step 29. WA A AH = Z}412] DB E|©]E5(M_Table)oll KEY
9} KEY(SID)E ©]&3}o] SIDE &3t}

s

7) 9% wAA] A% B 4
A A e 15 1 0] AHgAL o) viA
A Apg A ejsh B & v S ol

Step 30. HIAIA] AW 354 SIDE o83}, 2H119] DB
Ho] &S x5l 85 MID, SID, TSpoi$} 37 2213 7
Z A7 T8k A 7)(SKeymv) = ¢ sFete] 73 A
B 2 HEeich

Step 31. A% AH= AH412] DB Hlo]EollA SKeyrv-sen,
MID, TS & %313k 3 A Gh(H[SKeyrv-sen}, MID, TSpminy])
S AR e

Step 32. 7% 1= MID, H[SKey[v-sen], MID, TSpm] S A}
22} w| A X A7} 38R Tl 7 (SKeymv) 2 9FE8)e}]

w A ] A 2 7 Egh.

Step 33. WA A M HEwke MIDe] sjdets dlas
9] H[SKey[v Senl, MID, TSpvpj] ¥} H] L8} A X]3HA 39 SID
& ARgEE AMEAL Sl mAAE A RS Skleith
2z Za 3t}

Step 34. WAIA] MW= AE-S MIDO G5l #Hal9]

DB H|©] E(M Table) &l 7=l SIDE A4t}

Step 35. WAIA] A= wIAA] WE(Msg), VIAA WE
(Num), ZHd A1 ZH(TSmser), SID, H[Msg, Num, TSpset] S L5
ALgAFEO] T8 18 7)(GKey) 2 Y& 8late] WA wkg
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@tk ojwe] ulA| o} ALgAte] ololtE TE) BE AL
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2ol gk 2 2FE Sl gkt
V. QMY BN
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1) 7]'24(Confidentiality)
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E 3. /=52sl AFES= KEYO Cet HE
Table 3. Encryption/Decryption KEY

Key Description
SKey[v-en] Symmetr1%;ﬁe&;;}i;\ge\%}ilirlflcatlon
eyt || Sometc ey betveen Yerfeaion
AKey[M]+ Public key of Message Server
GKey Group Key

H =Ro| A Aotels TREZS RE 3o A whalst=
AXAE 1o dlof] gk A| BE do]E] o] tjste] ¢ [ 3]
o} 7ol Astell A 33k I3 71(SKey), 37171(AKey+), L& 7]
(GKey)® /¥55.3} oh= #g-& AXA Hrh Ad7H o= 2
IR ESo|A dAstE RE EﬂHonﬂ tiste] b stete] A
&517] wjol W‘XM 3ol sty EdHS rtEAY
2 o] dlo|BE 5353} 3 4 glon R dofeld ug
71073 o] AT
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Table 4. Component Information
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Table 5. Comparison of values through hash function

Server M| Server V| Sender | Receiver |Requestor No. | Plain Text| Hash Cipher Text
MID 0o o e} X X 1 Hi C1A5298F939ES87E8F962 ASEDFC206918
SID X o o X X 2 HI MD5 |DFCC685CFAAB38461D6D11B662A9C4E4
Msg o X o o o 3 Ho 403CEFC528EDF4BACE1E2D3533DADSFE
Num 1) X 0 0 0 4 - 3639EFCDOSABB273B1619E82E78C29A7D
F02C1051B1820E99FC395DCAA3326B8
TS[MID] X e} e} X X s HI | SHA.p | CDOF6854353F68F47CIC93217C5084BC66
EA1AF918AE1518A2D715A1885E1FCB
TS[Msg] o X o o o P Ho C758089F0833B093BBB4B6E796B9EF3738
08DDCCBCF0C36D0687BF3FF38E53F6
H[MID:Msg] e} e} 0o X X
H[SKey[v-Sen], - -
MID.TSpp)) | © X X X X 4-2 ZZ Y 9I#ojl st M
[ 45 250l A 371 2738 317] Z(Step 1-Step 16) Z(Replay Attack)

)

=

7 AXAET} 7HA] = ghs vrERdTh 5 A8 (Server_V)
232} ID(SID)E A7d3kaL, WA X] AW (Server M)ol| =
HAIA] W& (Msg)S #17g3ste] ol wAIA] o oigk 2
HE T Aol fAakste] A7gatal Qlvk AT F) &
I, T A7t F5o2 7K & WAlA] IDMID)E ©]-4-5}
A3 AW(Server V)oF HIAA] A (Server M)ZFel] 211 H A
HE Fa g o 24 wAlA] &(Msg)oll tl-&ah= AH3A}
IDSID)E 218 & 5= St} o]+ 7, 115 Al¥(Server_V) H=
HAIA] A (Server M) & SHFe] AW 7E 7FA] AL 9l G Rk
O 2= wALA] & (Msg)yS 2 g 232k ID(SID)ell o 4

5 9E - gir) Egh AR LE- Y (Receiver) 2] 75 2
42} ID(SID), #IAIA] IDMID) el thgt HEE 7}A]%] g7]
of] ) W] A1 %] 243 ZK(Sender)ol] TH3F A RS A& = gith
5, WAIA] AH(Server M)SF A5 AW (Server V)7 714
+= DB Hlo]Eol| A= o] 9= oW wIAIA] 2 ZH(Sender)°ll
3k 218 A1 (SID)S}F WA A AR (Msg)S e]ato] A4t
O 2] WA A] 2R} o)Al S BT

2]
A
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g

2 o ol 19 2
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e
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AL HlolE1E 87k 4] e AR = A 2Eo] 9]
40w WstA] $at ez AS ol vtk

[3£ 513} o] s A FH= 2 (Plain Text)®] FHEAH W7
o] Hoj= sARFHP)E Tl EH¥= Yew(Cipher
Text)®] A3} =LA 2po] 7} vk 548 714 aL Siek weh
A el ol E sl 5SS o8-8kl BE
HEHE Jhol] Fa1uk= wjoje] o] SiEE Ao 5
A3 wgdth
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Timestamp(TS) 2} SN AISHFH[*])E AHE-3ld A RS
WAskaL lek wAIA] 233 wiol WAl X] IDMID) A8/ Al
Timestamp(TS) & A/d3to] Al 28] AJXHS: 7] 53} o] o]
AEg) ol & Sl FEetA] b ARAPE AR o EAbgh
HAI A& AARE-to] Ak AREAFR 7P E1A] ek gk
wEA] B =RoA Aokl TREFS A FHo8 B
B st

2) HA[A] ofo]t|(MID) 2-& A

HA|2] olelt] & 172 ZdAKSender)7} HIAIA|
IDMID)E °}ojA o= A5l EfYS Hu wAA
ID(MID) & 2830 =M WAsh= 91§ d3teh

2 =il A= AR el WjA]A] ofolt] Whg ¥ (Step 1-Step
S Tl A= AF AMW(Server V)EFE HA]A]|
IDMID)E gl o wAIX] 2Hd 2K Sender)= 219
A A S 2FAdEhar gk WA A] IDMID) <} HIAIA] W&
Msg)ZE A1 8 FHH[MID:Msg))S A% A1 (Server V)oll 1
ok 28y agu wAAE AS 23S S8 WAA
ID(MID), A A W-8-(Msg), MIATA] 2 A ZH(TSvse), 2H3 AF
o} AZ ATl hAT)(SKeyv-usen)©} HAIA] IDMID),
TS ] 3 A Zh(H[SKeyv-sen), MID, TSmmj])< M AIA] A]H 2]
TNV (AKeyi) 2 1A HaRTh HAIA] A (Server M)
o WA A& M E3}7] A AR RE B o) w A x| 7}
Fragk WA 1A &Rlsl7] 943 HMID:Msg]#ks #A1A]
A et A A 2ke] gl A7) (SKeyvvi) = F5slsle] B
A% Aol A4 ZHHMID:Msg)) @} H| 2 £ HE3)
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Table 6. Distributed Secret Information

Server V Segment Information having group members

Sender Segment[i-1]

KEY(SID)—Segment[1-n] Receiver | Segment[l n] excluding i-1, i+1

Requestor Segment[i+1]

B oA o wAKel| tigh ujh A 2748} 9
(Step 19-Step 23)= &3l A=}t & 7lE 915 Aghs

A5 MW (Server V)& 2 AHDE 93 313 ZHKEY(SID)) 2
EE 3} 7I(KEY)E 27+8lsl7] 918 A4H4)(Segi(KEY)) =
A%t & 2k 2K Sender) S E3HeE Z15-Y(Receiver)ol| Al ™
AA HMENum), Lol digshe AR o2 Adal
(Segn m(KEY))S Agsit], g2 v 27bo] A = |
617 2t} oy WA x| 2 Afe] viek A o) 8 )
A} & v 15 (Receiver)S AH21 €] DBoI| A5 of 91l AAk
2)(Segn_m(KEY))S 58} B2 %7 (Segmenti)S ABAIato] o
AIA] A (Server M)oll HE8}FaL, wlA] 2] A1 (Server M)E t
N(@REol ] 7] BolS 79 v 27 (Segmentii) S
KEYZ AZ=§3}) A1Z=HE KEYE 53] KEY(SID)Z4-E
A AT asgk HE] AR IDSID)E HUT 4 ATk
=, 15 o) v P A ¥ (Segment)) ZE KEYS A= H3}
o] 2pg 7} IDSID)E F53 5 ¢k o4 159 dao] o]
g WAl He 58 AR 9] o] S s Fgahs s
WAE7] Sle g AA A KEYE 2281810 1o
A7ggko 24 Uk E-e skl
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27 4 98 #4
7 4ol e 9% we n g g /g 159
oA BA¥ste] A0 zA 710 thEt BAw el Mol
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Table 7. Availability of Key restore

Use of Secret Share Auvailable of Restore

X Impossible
[6) Possible

2 ol A= o WAl A] o gk v W] 7)) 7
(Step 19-Step 23)2 S8l Aol 5 Au](Server V)ZH-E]
IFYLE 7IKEY)E 22t3ksl7] $1%F A4k (Segn(KEY)) <
o] 71tk 2E-A(Receiver)o] 25 wlA X o] T3k 2H4
Al(Sender) 37 8.7 A, AP el U 71 A4 (Segi(KEY))
< o] &3l v ZK(Segmenti)S ABAT F wIAA AH
(Server M)oll 3o 24 pts=olite] Fo]7h glow H]
14 1.9l 24 A ID(SID)E 2ol <= gLtk

o] 3ol 1o A xK(Sender) S A 23 15 (Receiver)
o] njd g Kol tjgh A, do] WSt 4= Qirh JHE SHA}
o] 7kl A4, KEY9F 22 574 gk e njd27h-S 2418t
Al HAS 7A5- v R tiste] Ho] Erbs shrh 8HA
uk A Qs R E S-S Shamird] Bl EARS AL&-5)o] v
ZZH(Segment)©] NEAZNEY 2L H|Dz7bo] 2
HAS Ay, BAHA g2 gE aFde dib
(Segri(KEY))S %3l v 2=ZK(Segment[i])S A4/dste] 77}
Sold vUA R 242} IDESID)E B9 4= 917 wliFol
tlolEfel] tet 59 SHEo] wrt. [3F 7]7 o] LA AL
|54 e WA I v glS wf 7] AR QIS dloly H+

o
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& 25 el 4% 2| DB H

E 8. & M2t HAIX| Mu{ DBEEI| 71Xl= Al HE
Table 8. Identified Information of Server_V, Server M

Identifi
ie ?d Server V Server M
Information
Different information SID Msg
Common information MID

B =Rl TREZS wAX] ofolt] whF #}(Step
1-Step 8)2 =3l 715 AW (Server V)= HIA1A] 24 2} ID(SID)
o} WAlx] IDMID)S thdt HHEE 7FA|a1, wAIA] A
(Server M):= WIAIA] WI-8(Msg)+ #|A|#] IDMID)ell thet &k
S 7HES A Aska dok o] A7 WA el gk o) Ag
S FAANZI] Q1E T8 ARE Balkste] Aoz s
©] DB H|o]& ARI}F FEH )% o) wAA] Ul&(Msg) =+
A2 ID(SID) AREE o = S| AdAIgt o2 A el Ar| <]
A el vigk 98-S FAA 4 Sl
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